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Overview:
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rapid sharing of health data across borders
during global health emergencies.
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This guide suggests ways of streamlining rapid cross-border health data sharing in an ethical
manner in global health emergencies.

Global health emergencies like COVID-19, Ebola and others have shown the need for sharing data
effectively and rapidly. The unpredictability of global health crises requires effective coordination
to integrate datasets from different research and clinical contexts and jurisdictions. Sharing data
from these diverse contexts can impose additional administrative and reporting burdens,
especially on academic medical centres that must respond to duplicative data requests from
different stakeholders (Madhavan et al 2021). Time constraints as well as inadequate
infrastructure and skills can compromise data quality. Moreover, data ecosystems tend to be
fragmented, and the systems are not interoperable.

Due to the diversity of data governance contexts, ethics is an important tool for addressing
potential value conflicts that may arise from surveillance and rapid sharing of health data (WHO
2017).

The guide has been developed primarily for use by researchers, research ethics committees
and research integrity offices. Data protection authorities in Member States of the World
Health Organisation that host research may also find the guide useful for regulating cross-border
data sharing.




Clear actionable approaches to data sharing and applicable ethical-legal principles are important
for guiding stakeholders when sharing data across borders. For example, the FAIR principles,
namely making data findable, accessible, interoperable, and reusable (Wilkinson et al 2016), are
widely used to facilitate data sharing.

Article 9 of the World Health Organisation’s Pandemic Agreement, which was adopted by the
World Health Assembly in May 2025, requires parties to rapidly share research information and
results during public health emergencies of international concern, including pandemic
emergencies (WHO 2025). Further, Article 11 (5) of the Agreement requires pooling relevant
knowledge and data to increase access to pandemic health-related products.

These goals can only be realised if there are clear guidelines for sharing results, which include
data, rapidly across borders. Accordingly, a more streamlined approach is necessary during
global health emergencies to make the FAIR principles and the Pandemic Agreement’s
requirements supportive of cross-border data sharing. Shared data may originate from different
sources such as surveillance systems, clinical trials and target population studies (Achieng et al
2024). The expectation to share data from these sources is often hampered by the diverse
contexts and needs of countries in the global data governance landscape (Africa CDC 2025), thus
calling for legal coherence.

The PREPARED project investigated the ethical values and legal principles that can be applied to
ensure a more streamlined approach to the governance of cross-border health data sharing
during global health emergencies (Andanda and Mlotshwa 2024). The approach focuses on the
TRUST Code values, namely, fairness, respect, care and honesty (Schroeder et al 2019), which
are embedded in the measures for ensuring rapid and ethical data sharing that are suggested in
the guide.

FAIRNESS (_ RESPECT (

CARE HONESTY
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Before data can cross borders ethically, a variety of steps need to be taken.

> Ensuring data quality

Using and sharing health data across borders is difficult, yet high-quality data must be shared
rapidly during public health emergencies to address the health threats. The absence of datasets
and information in standardized formats presents major challenges for the effective
management of public health interventions (Andanda and Mlotshwa 2024). Ensuring data
quality also requires having financial, human, and technical resources.

> Ensuring trust

The maintenance of high-quality data requires security measures for the protection of and
safeguarding personal information. Health data is sensitive, as it relates to the data subjects’
health and interaction with the health service providers. Researchers should always ensure that
they use respectful language; i.e. sensitive and responsible language should be used in describing
insights and findings from data. For example, discriminatory language and pejorative terms
should be avoided. It is also important to see consent as a continuous process. Thus, participants
should always give consent for study participation and future uses such as data sharing with
other authorised third parties. This achieves and maintains trust (Anane-Sarpong et al 2020).

> Maintaining interoperable data ecosystems

Coordinating the way data is moved across the science ecosystem and across borders has an
impact on society, public health, the environment and individual rights. Article 6(3) of the World
Health Organisation’s Pandemic Agreement requires state parties that collaborate with the WHO
to develop and maintain national health information systems that use relevant international data
standards for interoperability and based on good data governance for preventing, detecting
and responding to public health events. Stakeholders in the data ecosystem should comply
with these requirements when developing digital health systems to ensure data is available to
many users, organizations, or applications in a way that is efficient, equitable and protects the
privacy of individuals. For example, Health Level Seven International (HL7) standards can guide
stakeholders in developing interoperable systems.
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> Compliance with regulatory frameworks for data sharing

Regulatory frameworks for data sharing include data protection laws, regulations, and codes of
practice that govern how personal information is collected, stored, shared, and processed. These
regulatory frameworks are designed to protect the privacy of individuals and ensure that data is
used lawfully and responsibly.

For example, Article 19 (c) of the International Health Regulations (2005) requires state parties to:
“furnish to WHO, as far as practicable, when requested in response to a specific potential
public health risk, relevant data concerning sources of infection or contamination, including
vectors and reservoirs, at its points of entry, which could result in international disease
spread.”

Article 45(2) prescribes how personal data should be handled, if shared with WHO; the
processing should be fair, lawful, and relevant for the intended purpose. Moreover, the data
should be accurate and kept up to date and only stored for the required period. These
prescriptions resonate with the requirements for data protection in most national data protection
regimes. When health data is shared in ways that minimise harm and appropriately promote
participants’ interests, it is considered ethical. Where applicable, suitable measures such as
encryption and anonymization should be used for protecting and safeguarding data privacy.

> Monitoring to ensure equity, trust and ethical use of data

Data Sharing Agreements should include monitoring strategies to ensure trust, equity and ethical
use of data.




The following ethical-legal principles can be helpful for monitoring and ensuring rapid, ethical use
and sharing of data.

Solidarity emphasizes the importance of interdependence, cooperation, responsibility and
collective action.

7/
0‘0

Solidarity requires stakeholders in the data ecosystem to share risks and responsibilities of
granting broader data access. In this regard, shared responsibility requires that punitive
measures against stakeholders who share data transparently be avoided and that
researchers share resources and expertise, including data infrastructure, to respond
effectively to crises and particularly prioritize vulnerable populations.

Proprietary and attribution claims can create major barriers to data sharing during pandemics and
disease outbreaks due to fears of losing control over data ownership or non-attribution by other
data users (Halabi et al 2021).

7
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Health data should be treated as a benefit for global public wellbeing by shifting from
proprietary models such as data ownership to a safeguarding model of data custodianship,
which can minimise proprietary claims that often hamper rapid data sharing.

Data sharing agreements should include reciprocal obligations of data custodians and
recipients to share data rapidly, and data controllers, custodians and platform operators
must provide valid justifications for not sharing data within a reasonable timeframe.
Suitable timeframes for sharing data should be mutually agreed by the parties and
included in the data sharing agreements. Additionally, mutually agreed dispute settlement
mechanisms, such as mediation and arbitration, should be included in data sharing
agreements.

When data from resource-constrained contexts are shared with stakeholders from
resource-rich contexts, researchers and their sponsors should include plans for capacity
building. This can reduce health inequalities and ensure that skills in data management
and analysis are transferred to collaborators in resource-constrained settings.
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Research ethics committees should ensure that researchers maintain clear lines of accountability
to the public and data subjects.

% Researchers are accountable for safeguarding data subjects’ rights in the data sharing
processes and usage (Lalova-Spinks et al 2022).

Public health emergencies bring about risks or potential threats, and treatment and resources
may be limited. Researchers need to be transparent in their communication, ensuring they
address key strategic areas which are associated with public health emergencies. Researchers
should openly share their methodology and datasets through open data sharing platforms
such as open-access repositories that are governed by data access committees during
emergencies to ensure transparency in every way possible. UNESCO’s Data Governance Toolkit
(2025) is a valuable resource for addressing any challenges that may emerge in ensuring ethical
cross-border data flows.

% Since surveillance during global health emergencies is often overseen by governments,
while research is conducted in academic and other research institutions, government-
academia data collaborations are essential for rapid sharing of data (Lee et al 2024).
The scope of devastation during disease outbreaks can be reduced through governments’
rapid, transparent and open sharing of data used for policy decisions (Mahase 2021;
Abutaleb 2021).

istock
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Example 1:

A European university partners with an African research institute to identify specific DNA or RNA
sequences that can be used to track the spread of a new virus. They:

e Gain ethics approval at the European university and at the African research institute.

e Obtain informed consent from participants, explicitly mentioning cross-border data sharing
and taking local customs into account (e.g. consent may be needed from elders in the
community before individuals can be approached).

e Share data only in anonymized form.

e Offer the African partner an opportunity for equal authorship and data access, if possible,
include a budget for funding local infrastructure.

e Follow General Data Protection Regulation (GDPR) and local ethical requirements.

e Publish findings open access to benefit global health.

Done this way, a study may be deemed ethical because:

It is fair since it promotes equity and supports local capacity-building through funds for local
infrastructure, also equal authorship for the African partners.

The study respects individuals, local communities and local ethical requirements.
It demonstrates care because it takes appropriate steps to protect privacy.
It is honest because it explicitly mentions that data will be shared across borders.

Example 2:

A research institute collects patient data from clinics in a lower-income country, promising free
medication in return. Data is:

e Sent overseas without patient knowledge.

e Not anonymized.

e Used for Al training that leads to profitable drug patents—with no benefit returned to the
local community.

This study can be deemed unethical due to lack of informed consent, exploitative power
dynamics, and no benefit-sharing.
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It unfairly exploits local populations as may be seen by the lack of benefit sharing measures and
no steps towards partnership or equal authorship with local stakeholders.

The lack of interaction with local ethics boards is disrespectful.
Data is not anonymized, putting participants’ privacy at risk thus showing a lack of care.

A lack of honesty is evident in that patients are not informed how data will be used or that it will
be shared across borders.

To maintain high data quality, researchers need to ensure accuracy, completeness, consistency,
relevance, timeliness, proper documentation, and clear data formats to guarantee the integrity
and value of the shared information for all parties involved and ensure that this information is
shared swiftly without prejudice. This entails:

% Ensuring quality control of data, standardised as well as harmonised formats before it is
shared or disseminated. Formats include consistent data entry methods such as formats
for dates.

% Maintaining high standards of data collection based on clear objectives and variables.

% Using standardized interoperable systems with clear and correctly coded records and
transfer mechanisms for rapid sharing.

Examples of transfer mechanisms include obtaining data subjects’ consent in accordance with the
applicable national laws and guidelines, suitable safeguards for privacy, and ensuring that the
data-receiving country has an adequate data protection regime as may be determined by the
relevant data protection authorities in the country where the data is transferred from (commonly
called adequacy decisions). These decisions can reduce the need for additional compliance
measures, which can delay data sharing.

% Researchers, research ethics committees and research integrity offices should help ensure
trust by complying with the terms of data sharing agreements such as legal and
contractual obligations. Compliance can be assessed and determined based on impact
assessments, which entail the transferring party or country assessing the receiving
country's data protection laws and security measures in place for safeguarding the rights of
data subjects and preventing access to the data by unauthorized third parties.

7
0‘0

Compliance with collaborating institutions and publishers’ guidelines for determining co-
authorship of outputs generated from data analysis in fair and coherent ways. Where
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international guidelines such as the international committee of medical journal editors are
applicable, these must also be considered.

7
°

Researchers should ease any burdens on collaborators and support team members
during emergencies to ensure that data is collected in an appropriate and meaningful way.
This can include discussions with collaborators and support team members on what
pressures they face, workload reviews and how these can be eased.

% Care should be taken when aggregating data and making associations based on new
findings to avoid making adverse inferences that can have negative effects on the
participants or their communities and country. Such adverse inferences can be amplified
and lead to detrimental consequences during global health emergencies. For example, the
omicron variant of COVID-19 was erroneously labelled as a Southern African variant; this
led to inappropriate travel bans for residents of Southern African countries, which
adversely affected their economies.
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During public health emergencies, timely and transparent data sharing is critical for effective
response, informed decision-making and ensuring that lives are saved. The measures outlined in
this guide for ensuring ethical data sharing are based on relevant and actionable ethical-legal
principles for streamlining cross-border health data sharing during global emergencies.

The measures are also congruent with the four values from the TRUST Code, awareness of which
can help to motivate researchers and other stakeholders to facilitate the ethical sharing of data
across borders during times of crisis.

Fairness - Using and sharing health data across borders is difficult, yet quality data should
be shared rapidly and for the benefit of all during public health emergencies.

Respect - Research participants should always give consent for study participation and be
fully informed of potential future uses such as data sharing with other authorised parties.
Care - Coordinating the way data is moved across the research ecosystem and across
borders has an impact on society, public health, the environment and individual rights.
Stakeholders in the data ecosystem should take care to coordinate among themselves to
ensure data is available to many users, organizations, or applications in a way that is
efficient, equitable and protects the privacy of individuals.

Honesty - Regulatory frameworks for data sharing include laws, regulations, and codes of
practice that govern how personal information is collected, stored, shared, and processed.
These regulatory frameworks are designed to protect the privacy of individuals and ensure
that data is used lawfully and responsibly.

The guide outlines the ethical-legal principles that can be helpful for monitoring and ensuring
rapid, ethical use and sharing of data. It also includes guidance on how the measures that are
proposed in the guideline can be implemented together with useful examples. This will ensure
that data is shared responsibly and equitably, in turn serving the public good, without
compromising individual dignity or individual rights.
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The following valuable resources can be used for facilitating ethical cross-border health data
sharing.
e WHO, Global strategy on digital health 2020-2025, https://www.who.int/docs/default-
source/documents/gs4dhdaa2a9f352b0445bafbc79ca799dcedd.pdf

e World Health Organization (2022). International health regulations (2005), amended in 2014
and 2022.

e UNESCO, Data Governance Toolkit: Navigating Data in the Digital Age (2025).
e Health Level Seven International (HL7)'s International standards;

Fast Healthcare Interoperability Resources,
https://hl7.org/fhir/2utm_referrer=https%3A%2F%2Fwww.hl7.org%2F

HL7—Standard for exchanging healthcare data, https://fhir.org/guides/registry/

Abutaleb, Y., & Sun, L. H. (2021). How CDC data problems put the US behind on the delta variant.
Washington Post.

Achieng, M. S., & Ogundaini, O. O. (2024). Big data analytics for integrated infectious disease
surveillance in sub-Saharan Africa. South African Journal of Information Management, 26(1),
1668.

Africa CDC (2025). Stakeholders Gather to Strengthen Health Data Governance in Africa,
<https://africacdc.org/news-item/stakeholders-gather-to-strengthen-health-data-
governance-in-africa/>

Anane-Sarpong, E., Wangmo, T., & Tanner, M. (2020). Ethical principles for promoting health
research data sharing with sub-Saharan Africa. Developing World Bioethics, 20(2), 86-95.

Andanda P, Mlotshwa L (2024) Streamlining the ethical-legal governance of cross-border health
data sharing during global health emergencies. Research Ethics 20(4):812-834.

Halabi, S., Rourke, M., & Katz, R. (2021). The effect of proprietary and attribution claims on data
sharing during infectious disease emergencies. Journal of Health Care Law and Policy, 23(2),
203-226.

Lalova-Spinks, T., De Sutter, E., Valcke, P., Kindt, E., Lejeune, S., Negrouk, A., ... & Huys, I. (2022).
Challenges related to data protection in clinical research before and during the COVID-19
pandemic: an exploratory study. Frontiers in Medicine, 9, 995689.

Lee, ). S., Tyler, A. R, Veinot, T. C., & Yakel, E. (2024). Now is the time to strengthen government-

academic data infrastructures to jump-start future public health crisis response. JMIR public
health and surveillance, 10(1), e51880.
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Madhavan, S., Bastarache, L., Brown, J. S., Butte, A. J., Dorr, D. A,, Embi, P. ., ... & Ohno-Machado, L.
(2021). Use of electronic health records to support a public health response to the COVID-
19 pandemic in the United States: a perspective from 15 academic medical centers. Journal
of the American Medical Informatics Association, 28(2), 393-401.

Mahase, E. (2021). Covid-19: Government's failure to share data and face scrutiny have
undermined response, say MPs. BMJ, 372(717).

PREPARED Project, <https://prepared-project.eu/>

The PREPARED Code: A Global Code of Conduct for Research during Pandemics,
<https://prepared-project.eu/prepared-code/>

Schroeder D, Chatfield K, Singh M et al (2019) Equitable research partnerships: a global code of
conduct to counter ethics dumping. Springer Nature, Cham. https://doi.org/10.1007/978-3-
030-15745-6

Wilkinson et al (2016) The FAIR Guiding Principles for scientific data management and
stewardship. Sci. Data 3, 160018. https://doi.org/10.1038/sdata.2016.18

World Health Organization (2025). Pandemic Agreement on Pandemic Prevention, Preparedness,
and Response, adopted by the World Health Assembly, Resolution WHA78.10 (2025).

World Health Organization (2017). WHO guidelines on ethical issues in public health surveillance.
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